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Key Take Aways

1. The software- and data-intensive nature of
FinTech makes it an exciting domain for Al
and software engineering research

2. FinTech research (at TU Delft) spans many
disciplines and research groups

3. Future challenges in finance demand
transdisciplinary collaboration




Software Engineering Research

[Empirical methods, theory building]

Seek to understand the methods and techniques
that collaborating people use to develop
software systems that bring value to society

[Design science, interventions]

Use this understanding to propose

and evaluate novel software development
methods and techniques
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The Financial Sector

* Data intensive
 Software intensive
* High stakes

* Highly regulated

* Long (system, data) lifetimes

High impact societal sector,

with critical software engineering challenges
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ING Bank

Global bank based in The Netherlands

Five-year collaboration with TU Delft:

* Explainable Al ]

 Human-Al decision making

Data integration

* Incident management and AlOps

Release planning

e Search-based testing and repair




Agile at Scale at ING

* ING Bank: 15,000 IT staff

 Self-organizing teams
(5-9 developers)

e Short iterations (1-4 weeks)

e User stories, features, epics

e Delivered in releases (2-6 months)

e Quarterly planning of all releases jj Task

Years of high-quality data available at ING



Why is My Project Late?

What are factors affecting
timely epic delivery?

e let’s ask!

How do these factors impact schedule
deviation?

e let’s measure and model!

Elvan Kula et al
IEEE TSE 2022

IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. 48, NO. 9, SEPTEMBER 2022

Factors Affecting On-Time Delivery
in Large-Scale Agile Software Development

Elvan Kula™, Member, IEEE, Eric Greuter, Arie van Deursen™, Member, IEEE, and Georgios Gousios

Abstract—Late delivery of software projects and cost overruns have

been common problems in the software industry for decades.

Both problems are manifestations of deficiencies in effort estimation during project planning. With software projects being complex
socio-technical systems, a large pool of factors can affect effort estimation and on-time delivery. To identify the most relevant factors
and their interactions affecting schedule deviations in large-scale agile software development, we conducted a mixed-methods case
study at ING: two rounds of surveys revealed a multitude of organizational, people, process, project and technical factors which were
then quantified and statistically modeled using software repository data from 185 teams. We find that factors such as requirements
refinement, task dependencies, organizational alignment and organizational politics are perceived to have the greatestimpact on on-
time delivery, whereas proxy measures such as project size, number of dependencies, historical delivery performance and team
familiarity can help explain a large degree of schedule deviations. We also discover hierarchical interactions among factors:
organizational factors are perceived to interact with people factors, which in turn impact technical factors. We compose our findings in
the form of a conceptual framework representing influential factors and their relationships to on-time delivery. Our results can help
practitioners identify and manage delay risks in agile settings, can inform the design of automated tools to predict schedule overruns
and can contribute towards the development of a relational theory of software project management.

Index Terms—Software engineering management, effort estimation

, empirical studies, software companies

+

1 INTRODUCTION

LATI: delivery and cost overruns have been common prob-
lems in the software industry for decades. On average,
software projects run around 30 percent overtime [1]. This
percentage does not seem to have decreased since the
1980s [2]. Even though effort estimation is at the heart of
almost all industries, it is especially challenging in the soft-
ware industry. This is mainly due to the fact that software
development is a complex undertaking, affected by a vari-
ety of social and technical factors. The overall perceived suc-
cess of a software project depends heavily on meeting the
time and cost estimates [3]. Improving effort estimation is
therefore a critical goal for software organizations: it can
help companies reduce delays and improve customer satis-
faction, while enabling them to efficiently allocate resources,
reduce costs and optimize delivery [4], [5]. In spite of the
availability of many estimation methods and guidelines [6],
[7], on-time delivery in software development remains a
major challenge. Prior research identified a large number of
factors that may influence the software development effort
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[8], but which factors have the most impact is not clear. We
lack an understanding of the relationships between these
factors and how they impact on-time delivery.

Effort estimation is also a major challenge in agile soft-
ware development. Prior work [9] has found that around
half of the agile projects run into effort overruns of 25 per-
cent or more. In agile settings, software is incrementally
developed through short iterations to enable a fast response
to changing markets and customer demands. Agile projects
leverage short-term, iterative planning in which effort esti-
mates are progressively refined [10]. A particular challenge
involves combining the flexible, short-term agile planning
setting with the business needs for long term planning of
availability of large pieces of functionality (often referred to
as “epics” [11]). Most agile teams heavily rely on experts’
subjective assessment of team- and project-related factors to
arrive at an estimate [12], [13]. However, these factors
remain largely unexplored [13]; further analysis is required
to investigate influential factors and how they impact delays
in agile projects.

By identifying and investigating influential factors, we
can obtain valuable insights on what data and techniques are
needed to become more predictable at delivering software in
agile settings. An identification of the most influential factors
can help software organizations increase the effectiveness
and efficiency of scheduling strategies by concentrating mea-
surement and risk management activities directly on those
factors that have the greatest impact on on-time delivery.
Such knowledge can also guide future research on building
and evaluating software effort estimation techniques, meth-
ods and tools. Furthermore, a deeper understanding of the
interactions between influential factors can help in identify-
ing the root causes of delays, and developing tools and

see hitp: i d/4.0f




Timely Epic Delivery:
Perceived Factors

Survey 1: Which factors?
* 289 responses

e 25 factors; 5 dimensions

Survey 2: Factor importance?
* 337 responses

e Rated impact level per factor

Factor top 10:

Requirements refinement
Task dependencies
Organizational alignment
Organizational politics
Geographic distribution
Technical dependencies
Agile maturity

Regular delivery

voope =l e s LB =

Team stability
10. Skills and knowledge




Measuring Delay:
Balanced Relative Error

* If actual delivery date after BRE — __ ct - Est
estimated date (”late”, pos%): Planned duration

* [f actual delivery date before BRE — Act - Est
estimated date (“early”, neg%): Actual duration

* Collected BRE from 3,771 epics (273 teams), for 3 years



13 Predictor
Variables

e 35 metrics for 20 factors

* 13 metrics explain 67% of variation
(MARS model, ) /

* Match with perception?

= Underestimated: size

= Agreed effect:
dependencies, seniority, stability

= QOverestimated:
refinement, geography,

= Agreed little effect:
coverage, code smells, ...

‘nr-sprints ™
“out-degree
"hist-performance ™
‘dev-age-ing
‘team-existence’
‘team-size™
‘security-level
‘nr-unplanned-stories "
‘nr-changed-leads
“stability-ratio ™
‘nr-stories "™
‘nr-incidents ™

"dev-workload-points -

-

-
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Can we Predict Delay?

* Delay knowledge increases
as epic unfolds (in milestones)

* Mobility literature:
Delay adheres to patterns, which can be
learned by clustering delay time series

* |s epic delay subject to patterns?

* Can patterns improve delay prediction?




Epic Delay Patterns

Cluster 1 Cluster 2

1.00 -
0.757
0.501
0.251
0.00-

Cluster 3

1.00 1
0.751
0.501
0.251
0.00 =

Normalized Delay (# Story Points)

Dataset: 4,040 epics of at least 10 sprints from 270 teams, 2017 —2022

Elvan Kula et al
FSE 2023

Median

Predictor variable

C1 C2 (C3 (4
nr-sprints 13 15 14 11
out-degree 7 3 4 4
hist-performance 0.69 0.67 0.74 0.61
dev-age-abc 249 261 292 284
team-existence 130 153 129 142
team-size 8 7 6 7
security-level 0.56 [0.77| 0.53 0.36
nr-unplanned-stories (ratio) 0.11 0.16| 0.10 0.08
changed-leads 3 2 3 2
stability-ratio 0.73 |0.81) 0.64 0.72
nr-stories 52 43 39 45
nr-incidents 8 12 8
dev-workload-points 15 12 10
BRE 0.23 0.17 0.11 0.09
% epics in category: 36% 44% 14% 6%



Delay Patterns Improve Delay Prediction

o Global -4 Global lterative - Dynamic without patterns =t= Dynamic
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Epic Conclusions

* There are measurable factors D pementaton
contributing to epic delay

= Size, project dependencies, past performance 1

SPRINT

* Delay follows patterns

" Largest pattern is timely at start with delay peak at
end, due to security and incidents

* Factors + patterns predict delay, dynamically

" Beats the global and iterative state-of-the-art baselines
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27.12.2022 EN | Official Journal of the European Union L 333(1

(Legislative acts)

REGULATIONS

REGULATION (EU) 2022(2554 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 14 December 2022

on digital operational resilience for the financial sector and amending Regulations (EC)
No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Central Bank ('),

Having regard to the opinion of the European Economic and Social Committee (?),

Acting in accordance with the ordinary legislative procedure (),

Whereas:

(1) In the digital age, information and communication technology (ICT) supports complex systems used for everyday

s. It keeps our economies running in ectors, including the financial sector, and enhances the
of the internal market. Increased digitalisation and interconnectedness also amplify ICT risk, making
3 whole, and the financial system in particular, more vulnerable to cyber threats or ICT disrupt While
the ubiquitous use of ICT systems and high digitalisation and connectivity are today core features of the activities of
Union financial entities, their digital resilience has yet to be better addressed and integrated into their broader
operational frameworks.

(2)  The use of ICT has in the past decades gained a pivotal role in the provision of fi
has now acquired a critical importance in the operation of typicalgdaily

Digitalisation now covers, for instance, payments, which have ing .
methods to the use of digital solutions, as well as securities cleari FI nes Of u p to
— % of |
2% of annua
() 0]C343,26.8.2021,p. 1.
() O] C155,30.4.2021, p. 38,

trading, lending and funding operations, peer-to-peer finance, cre
() Position of the European Parliament of 10 November 2022 (not yet published i turnover

nanci

services, to the point where i

operations. The insurance sector has also been transformed by the
28 November 2022,

EU Digital Operational
Resilience Act (DORA)

 Harmonized rules for safeguarding against
ICT-related incidents in financial sector

* Insist on documented policies for
protection, detection, containment,
recovery, and repair

* All changes to be recorded, tested,
assessed, approved, implemented, and
verified in a controlled manner



Eileen Kapel

Incident
Management at ING

* ”ITIL” process with four stages:

" Incident logging;

" |[nvestigation & diagnosis;

<
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o
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=
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= Resolution

= \/erification & closure

 Compliance with DORA, PSD2, ...

* But does it work well?
" Interview study with 15 ING experts

Initiative

E. Kapel et al. “Enhancing Incident Management: Insights from
a Case Study at ING”. ACM/IEEE FinanSE 2024.




“A client prefers receiving a very
generic message quickly than
waiting for 30 minutes for a
detailed message.” (P13)

“Even if we
understand the
chain today, it will
be different in a
month” (P9)

“If you have long overdue
incidents then you are not in
control of your incident process
and are at risk. Then we do not
comply with the regulations of the
European Bank that we should be
in control.” (P1)




Observations & Recommendations

Demonstrable regulatory compliance is key driver of process

Logged incidents often are duplicates or false alarms

Rapid evolution of bank’s IT systems complicate diagnosis
Strict access rules hamper rapid incident resolution
Incident resolution is prioritized over structural fix creation

Communication across teams with all affected parties is key

s s B e

Data-driven approaches (anomaly detection, pattern recognition, clustering)
demand clean monitoring data and tight supervision

8. Incorporating human oversight is essential when implementing automated
resolutions to support the incident management process



Work in Progress
Tracing Incidents & Changes

Six months of change data

Change Records
Close code Count Perc.
Closed successfully 86,000 95%
Cancelled ,000 %
Induced incident ,000 %
Total 91,000 100%

On the Difficulty of Identifying Incident-Inducing Changes

Eileen Kapel
Eileen Kapel@ing.com
ING Bank

Noord-Holland, The Netherland

Diomidis Spinellis
d.spinellis@tudelft.nl
Delft University of Technology
Delft, Zuid-Holland, The Netherlands

ABSTRACT
Effective change management is crucial for businesses heavily re-
liant on software and services to minimise incidents induced by
changes. Unfortunately, in practice it is often difficult to effectively
use artificial intelligence for IT Operations (AIOps) to enhance
service management, primasily due to inadequate data quality. Es-
tablishing reliable links between changes and the induced incidents
is crucial for identifying patterns, improving change deployment,
identifying high-risk changes, and enhaneing incident response.
In this research, we investigate the enhancement of traccability
between changes and incidents through AlOps methods. Our ap-
proach involves a close examination of incident-inducing changes,
the upucamm of methods linking incidents to the changes that
troducing an adapted method,
nsulls using historical data and practical evaluations. Our findings
reveal that incident-inducing changes exhibit different character-
isties dependent on context. Furthermore, a significant disparity
xists between assessments based on historical data and real-world
, with an increased P when
identifying links between unlabeled.changes and incidents, This
study highlights the complex nature of identifying links between
changes and ineidents, emphasising the contextual influence on
AlOps method effectiveness. While we are actively working on.
improving the quality of current data through AlOps approaches,
it remains apparent that further measures are necessary to address
issues like dats imbalances and promete a postmortem culture that
brings attention to the value of properly administrating tickets. A
better overview of change failure rates contributes to improved risk
compliance and reliable change management.

CCS CONCEPTS

Luis Cruz
Leruz@tudelft.nl
Delft University of Technology
Delft, Zuid-Holland, The Netherlands

Arie van Deursen
arie vandeursen@tudelft.nl
Delft University of Technology
Delft, Zuid-Holland, The Netherlands

KEYWORDS

change management, incident management, traceability

ACM Reference Format:

Eilecn Kapel, Luis Cris, Diomidis Spnells, and Asié van Deursen. 2024.On
the Difficulty of Identifying Incident. Inducing Changes. & ]
Conference on Softare Engineering: Seftware Engineering in Fractice (ICSE
SEIP °24), April 14-20, 2024, Lisbon, Portugal. ACM, New York, NY, USA,
11 pages hitps://doLorg/10.1145/3639477.3639755

1 INTRO! DUCT'I ON
Nowada dindustries, such as banking, health
care and retail, are increasingly reliant on software and related
services, often referred to as software-defined businesses [1]. This
approach emphasises an agile way of working, encouraging fast
paced development and deployment of new features. While this
offers many benefits, it also leads to a higher volume and faster pace
of change deployment. In this context, changes are defined as mod
tions to existing applications, comprising additions, alterations
and deletions [13].
Changes can occasionaly trigger incidents, c;pcus].l) if they un.-
dergo inadeqy g o incorrect F
a software upgrade might lead to compatibility issues, resulting
in an incident. The change management process aims to minimise
change-related risks, thereby reducing the occurrence of incidents
caused by changes. An incident is defined as an unplanned inter
ruption to a service or a reduction in service quality at a specific
time [18]. Incidents can lead to customer dissatisfaction, financial
losses, and reputational damage; therefore, they must be prevented.
IT service changes are one of the leading contributors to outages,
accounting for about 70% of live system outages [5). This is often re
[rlrrd to as the change failure rate, which measures the percentage

instance,

. Softs

— Risk
post-development issues: Software reliability.

Permission to make digital or hard copies of all or part of this work for personal or
classrocm use is granted withot fee provided that copies are ot made o distribaied

fox profit or comercial advartage snd that copies bear this natice ar the ful cittion
o the st page Copyrights or components o this wrk owned b ohers i the

L To copy otherwise, or

biish,

andior a fee. Request permissions from permissions@acm org

ICSE 2024, April 2024, Lisbon, Portugal

ght held by the avwner/athoris). Publication rights lisensed to ACM
o0

itpa/doLorg/10.1145/3635477. 3639755

causing a failure in production [15]. Other factors
nw contribute to the difficulty of identifying incident-inducing
changes include the complex nature of large IT environments [6],
the potential for seemingly successful changes to still induce inci-
dents [16, 38]. the service where an incident begins may be different
from the once that caused it [36], the necessity for engineers to
sift through large amounts of heterogeneous data to identify the
root cause [36], and the fact that incidents are often the result of
changes occurring hours or days before the incident [17].

To enable the application of Artificial Intelligence for [T Op-
erations (AIOps), which utilises big data, machine learning and
advanced analytics to enhance IT operations [21), proper data qual-
ity is erucial to systemically learn from the past and ensure effective

E. Kapel et al.
“On the Difficulty of Identifying

Incident-Inducing Changes”

ICSE SEIP 2024.
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Riskier Changes in Weekend

0.015

0.01

OO():S.....II
0

Monday Tuesday Wednesday Thursday Friday  Saturday Sunday

ratio

Ratio between
incident-inducing
changes and
non-incident inducing
changes per

Start Day of Week day of the week.




percentage

Higher Upfront “risk-category” for Incident-
Causing Changes

Changes that did not cause an incident Changes that caused an incident

100 100
80 80
O
o0
60 8 60
o
O
40 2 40
O
o,
20 20
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From Incident back to Change?

Original

* Not all incidents related to change
Dimension top5 top1

Links missing in many cases: Time 599, 30%

= Focus on resolution, not on documentation All 67%  51%
Significant 75%  58%

e Can we establish such links automatically?
" Try data mining approach published by IBM

Replication

= Time: most recent fix before incident? . .
Dimension top5 topl

=" Time with shared ‘dimensions’ (words, impact, type,

Time 353% 9.8%
group, doubles accuracy?

All 45.1% 11.8%
* Correct change in top 5 in 56.9% of cases Significant 56.9% 22.2%




Current Quest: Incident Prediction

4 N

CHG123 with
description
“Updating DB” on
Cl “network”
caused a priority
2 incident.

o /

4 N

Changes on a
network Cl with
description
“Updating DB”
are often causing
incidents.

o /

-

CHG234 has an
estimated
probability of
80% of causing
an incident.

o

~

/CHGZ34 is like \

CHG345 that
caused a Pl in
the past.
Important
features are the
Cl Business Unit,
Cl Owner and
CAB Approval

KGroup. /

o q
Iy
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“Explanation in Artificial
Intelligence: Insights from the
Social Sciences”

(Tim Miller, Artificial Intelligence, 2018)

An explanation
IS an answer
to a why-question

Explanation in artificial intelligence: Insights from the social
sciences

Tim Miller

School of Computing and Information Systems, University of Melbourne, Melbourne, Australia

ARTICLE INFO ABSTRACT

Article history: There has been a recent resurgence in the area of explainable artificial intelligence as
Received 22 June 2017 researchers and practitioners seek to provide more transparency to their algorithms. Much
Received in revised form 17 May 2018 of this research is focused on explicitly explaining decisions or actions to a human

Accepted 16 July 2018

Available online 27 October 2018 observer, and it should not be controversial to say that looking at how humans explain

to each other can serve as a useful starting point for explanation in artificial intelligence.

Keywards: However, it is fair to say that most work in explainable artificial intelligence uses only
Explanation the researchers’ intuition of what constitutes a ‘good’ explanation. There exist vast and
Explainability valuable bodies of research in philosophy, psychology, and cognitive science of how people
Interpretability define, generate, select, evaluate, and present explanations, which argues that people
Explainable Al employ certain cognitive biases and social expectations to the explanation process. This
Transparency paper argues that the field of explainable artificial intelligence can build on this existing

research, and reviews relevant papers from philosophy, cognitive psychology/science, and

social psychology, which study these topics. It draws out some important findings, and

discusses ways that these can be infused with work on explainable artificial intelligence.
© 2018 Elsevier B.V. All rights reserved.

1. Introduction

Recently, the notion of explainable artificial intelligence has seen a resurgence, after having slowed since the burst of
work on explanation in expert systems over three decades ago; for example, see Chandrasekaran et al. [23], [168], and
Buchanan and Shortliffe [14]. Sometimes abbreviated XAl (eXplainable artificial intelligence), the idea can be found in grant
solicitations [32] and in the popular press [136]. This resurgence is driven by evidence that many Al applications have
limited take up, or are not appropriated at all, due to ethical concerns [2] and a lack of trust on behalf of their users
[166,101]. The running hypothesis is that by building more transparent, interpretable, or explainable systems, users will be
better equipped to understand and therefore trust the intelligent agents [129,25,65].

While there are many ways to increase trust and transparency of intelligent agents, two complementary approaches will
form part of many trusted autonomous systems: (1) generating decisions' in which one of the criteria taken into account
during the computation is how well a human could understand the decisions in the given context, which is often called
interpretability or explainability; and (2) explicitly explaining decisions to people, which we will call explanation. Applications
of explanation are considered in many sub-fields of artificial intelligence, such as justifying autonomous agent behaviour
[129,65], debugging of machine learning models [89], explaining medical decision-making [45], and explaining predictions
of classifiers [157].

E-mail address: tmiller@unimelb.edu.au.
T We will use decision as the general term to encompass outputs from Al systems, such as categorisations, action selection, etc

https://doi.org{10.1016/j.artint.2018.07.007
0004-3702/© 2018 Elsevier B.V. All rights reserved.
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Explanations
are Contextual

e Contrastive: compared to
counterfactual alternative

* Selective: focusing on relevant parts of
full causal chain

* Social: transferring knowledge,
assuming prior knowledge

(Tim Miller, Artificial Intelligence, 2018)

27



Counterfactual Reasoning

. Factual:
Model denies loan

O Counterfactual: Alternative
inputs that would accept
loan

* Algorithmic recourse:
Change of behavior to get
desired outcome

1.0

0.5 F

0.0

age

—0.5 F

-1.0 [

—-1.5 +

@
o

Loan denied
Loan provided

| - 1 1
—-0.50 —-0.25 0.00 0.25
income

1
0.50



A Library for

Generating Counterfactuals

* Possible, faithful, plausible,
“close” to the factual, ...

* Gradient descent in feature
space (with extra cost terms)

* Leverage ‘energy’ in input data
seen during training

 Macro-effects after recourse
adoption

* Rich library of Julia packages

Patrick Altmeyer
JuliaCon, 2022, 2023

IEEE SaTML, 2023 5T
AAAI 2024 oy
[
juliacon
J zLocal Eindhoven 2023
Factual: 1 - Target: 2
A ~1.0
~0.9
=0.8
4
=0.7

—2 ' 0 2 4

https://github.com/JuliaTrustworthyAl



https://github.com/JuliaTrustworthyAI

ING Bank

Global bank based in The Netherlands
Five-year collaboration with TU Delft:
* Explainable Al

 Human-Al decision making

Data integration

* Incident management and AlOps

Release planning

e Search-based testing and repair
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Step 1: The Compromise FOC e
e are approving on your signer wallet. If you

can't verify it, don't sign it.

* ByBit crypto exchange uses 3rd party “Safe Wallet” Unlock a

" This is the weak link that can be exploited. new way of

* Hackers obtain credentials for Safe{Wallet} ownership
The most trusted decentralized

d eve I O pe  Ma Ch | ne custody protocol and collective

asset management platform.

= API keys of safe.global leaked or compromised

° Stealth security with
multiple signers

* Upload malicious Javascript code for “Safe UI”

Make it yours with
modules and guards

= Targeting Ethereum multisig cold wallet of Bybit

Access 130+ ecosystem

= Makes it appear that Bybit is signing a legitimate transaction, apps
when in fact it is a malicious one.

©2022-2025 Core Contributors GmbH
Terms Privacy Licenses Imprint

Cookie policy Preferences Help

https://www.chainalysis.com/blog/bybit-exchange-hack-february-2025-crypto-security-dprk/ e



https://www.chainalysis.com/blog/bybit-exchange-hack-february-2025-crypto-security-dprk/

Step 2: The Theft

e Two weeks later:

= Routine transfer from Bybit’s Ethereum cold wallet
to hot wallet triggers the malicious code

* Bybit CEO unknowingly signs the malicious
transaction

* Hackers able to move ~401,000 ETH
to addresses under their control



Step 3: The Laundering

* Move stolen assets through a complex web of intermediary
addresses.

e Swap stolen ETH for tokens including Bitcoin and DAI.

* Move assets across networks using:
= Decentralized exchanges and cross-chain bridges

" |[nstant swap service without “Know Your Customer” regs

» Keep portion of stolen funds idle
across various addresses

= Delay laundering to outlast the heightened scrutiny




Bybit Implications

» Affects world peace: 1.5B for North-Korea

 Affects price of crypto-currencies
 Undermines societal trust in fintech

* Requires mix of prevention /
remediation measures:
= Strong cybersecurity, (incl. phishing)
= Regulation (KYC, money laundering)
" Forensics and traceability

= While preserving privacy
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The Delft Fintech Lab

* Bring together all
TU Delft Fintech activities

* Research, education, innovation
e Launched May 2023
* 50 researchers in four faculties

e 25 commercial / societal partners

https://www.tudelft.nl/fintech/
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Delft Fintech Lab:
Research Pillars

* Fraud detection, privacy preservation
e Algorithmic trading

* Risk management

* Engineering financial systems

 Decentralized finance




Selected Blockchain/Security Research

* Testing the protocol (Lead: Burcu Kulahcioglu Ozkan)
= OOPSLA 2023: Randomized testing for Byzantine Fault Tolerance

= |CSE SEIP 2023: Evolutionary testing of Ripple’s consensus algorithm

= |ssues detected and reported;  t@ 'nty received

* Testing smart contracts (Lead: Mitchell Olsthoorn)

» |CSE Tool Demo 2022: Syntest-Solidity (https://www.syntest.org/)
= [CSME 2022: Guiding tests through transaction-reverting statements



Kubilay Atasu

Anti-Money Laundering

e Pattern-based synthetic data set
= > 100 million transactions

= Varying levels of illicitness (1:1750)
* ML-based detection approach

" Trained on synthetic data

= \alidated on Ethereum data

Kubilay Atasu, NeuRIPS’23, AAAI'24, ICAIF 24

T At ]

) Fan-out (b) Fan-in (c) Gather-scatter (d) Scatter-gather (e) Simple cycle (f) Random (g) Bipartite (h) Stack




ML in Trading @ Delft

Efficient and accurate algorithms to address trading
in financial markets

ML / math for valuation of financial derivatives
= use of energy cost functions

= domain knowledge (asymptotic option prices).

* Reinforcement learning for algorithmic trading and
portfolio optimization

* Synthesis of implied volatility surfaces using
diffusion models and auto-encoders.

Antonis Papapantoleon

= Journal Menu

B About = Sections F <

Model-Free Bounds for Multi-Asset
Options Using Option-Implied Information
and Their Exact Computation

Ariel Neufeld ©", Antonis Papapantoleon ", Qikun Xiang

Published Online: 28 Jun 2022 | https://doi.org/10.1287/mnsc.2022.4456

Abstract

We consider derivatives written on multiple underlyings in a one-period
financial market, and we are interested in the computation of model-free
upper and lower bounds for their arbitrage-free prices. We work in a
completely realistic setting, in that we only assume the knowledge of traded
prices for other single- and multi-asset derivatives and even allow for the
presence of bid—ask spread in these prices. We provide a fundamental
theorem of asset pricing for this market model, as well as a superhedgi

duality result, that allows to transform the abstract maximization pro

over probability measures into a more tractable minimization proble

vectors, subject to certain constraints. Then, we recast this problem into a
linear semi-infinite optimization problem and provide two algorithms for its
solution. These algorithms provide upper and lower bounds for the prices
that are e-optimal, as well as a characterization of the optimal pricing
measures. These algorithms are efficient and allow the computation of
bounds in high-dimensional scenarios (e.g., when d = 60). Moreover, these
algorithms can be used to detect arbitrage opportunities and identify the
corresponding arbitrage strategies. Numerical experiments using both
synthetic and real market data showcase the efficiency of these algorithms,
and they also allow understanding of the reduction of model risk by including
additional information in the form of known derivative prices.




FinTech as “Convergence”

e Grand societal challenges demand
blended expertise of technical

Trans-Disciplinary - Higher Level Synthesis

and socio-economic sciences
| o | ‘<—> o o
* TU Delft is strengthening its partnership

with Erasmus University Rotterdam.

Inter-Disciplinary - Interactive

+ + +

) . Multi-Disciplinary - Additive
= Synthetic data generation

* Pilot FinTech projects: ‘

= Default prediction

» Household financial distress Disciplinary - Silos



FinTech Education?

* Train future engineers who can

= Design, build, evolve, and operate current and
future financial systems

= Assess and influence societal implications of
new technological developments in the
financial sector

e Exploring transdisciplinary master with
intake from various disciplinary bachelor
programs
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Computer
Science

Econometrics

Mathematics

(Existing)
disciplinary
bachelor
programs

Homo-

logation
courses

Possible two year
transdisciplinary

program

ML in finance, anti-money
laundering, robo-trading,
distributed consensus, ...

Common core

Joint
trans-
discipl.
project

Elective courses

Graph neural networks, privacy
preservation, encryption, digital
identity, time series theory, ...

Individual thesis project
(with societal partners,
industry, regulators, ...)

Graduates

master

Year 1

> <

Year 2
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Alhambra in winter

Summary So Far

* The financial sector is a
software factory

* Financial services need to be
reliable, explainable, and secure

* Regulations help (DORA, KYC, AML)

* To move FinTech forward, we need to

= l[ook beyond our own disciplines ...

= ... and train the next generation to do so
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The Role of Al?

* Capabilities of foundation models
are mind blowing

* This will affect many aspects of
society, including finance and FinTech

* The ambitions of Artificial General Intelligence
reach even higher

* Will (generative) Al solve our problems?




| @ Large Language Models for Code

vocation of
former-Based Approach for Sl";?:’:‘ in
nsfo - A o
AT Automatic Code Comp _—

Arie van Deursen mizadi@adelft nl

Long Code Arena: a Set of Benchmarks
for Long-Context Code Models

Language Models for

CO d e COm ' .
A Practical] E Pletion:
, Maliheh Izq; al Evaluatj
Aral de Moot ari ,_wmcuunn@“lﬂ"f\-“\ Delft University of Technology mizadiy j zadi Jon: on
n:inmmr@mdell\.nl Delit University of Technelogy Delft, Netherlands Delft Unjyere: udelft.n] ; nathan Katzy
Delft University of Techmology Delf, Netherlands culaly those built on ‘“‘Tr'mmlr)',“-(z:.!: 2 | 5 Del il TEChnology D J‘hkatZY@mdem'“l Tim van Day
Delft, Netherlands of these models. P""";:,;,»m soals typically ;mi\‘[“""] - Egor Bogomolov'?, Aleksandra Eliseeva', Timur Galimzyanov', Evgeniy Glukhov', elft, N etherlands elft
ot ehtecture [35]. Thess A0E7  imes of code [+ 'l;imu,uﬂ, Anton Shapkin', Maria Tigina®, Yaroslav Golubev’, Alexander Kovrigin',
ABHM mdels
Trapsformer based IERE Lo W h toi k
mpletion, with maS I . e n O I nvo e

Uttivec:
lerlf Technology

600,000 actual code

t.o.vandam@student.t
Delft Universiry of Tec

Deltt, Netherlan

Benchmark for

e g code completion? &&= long-context task

bose signif*

. arin?Ar ledvﬂ-ﬂ Deurs
I -vandeursen @y g,
ABSTRACT CO I N p et I O n S, Delft University of Tech
o JUrP, Transf Delft,
1 ) timing of 0 o stormer-baseq | eltt, Netherlang,
(Alware, 2024 with JetBrains ton have show ICSE 2024 S
’ Brea H
A everat e an . developung 1 T elM‘-:\S\;::: y orders ol magnitude over (he las ewye el uses re - | o
pd trais sEVesaLE B 8 om develd o e St W ers years. Ve 3
- T vl efforts foous confidence i
mall-scabe trans Previous ‘:i.nni' amyﬂwh::\i“:\r:’;:“‘:i'ﬂ‘"d likely improves
5 redur
former model s1gn

However, there is a shortage of benchmarks for code processing that go beyond a
pletions 3T

single file of context, while the most popular ones are limited to a single method.
With this .

an et al [36] sssume com)

towever, Su
- y " celopers’ focus. F
wsning v DD By i Bt

rejected pased an the context efore e GSS alone, ignoring the
3 , g
U

. : 24. Lan,
ublic co ical Evaluat guage Models

. : i source Ip exr::?g real-world code. We first dg:’-eizng;age mod- ;fffzénn Software Eng ,,,ge,l,:; é’(‘\é’?;m::@aw 46th Int
g n sc this gap by introducing Long Code Arena, a models. We op o1, CodedMe, for the online ey, 'Ped an open- pois M, New York Ny Usa, 13 ', April 14-20, 29,

i ; o evelopers mode of thought. Mozannas et . U7 e processing tasks that require project-wide con- year frum ected req] auto-completion evaluation of the 13 Pages. htps://doj org/10
dirertly and obtaint Pm’““’”': - deployed the model in 48 o inteisy with dev - t aspects of code proces: more than 1200 ygers usage data for oyer 4
,I,Pm“h'spm_tkalr'""" A nnided cealows . ject-level code completi
en)

Pletions. These models were ¢, st
ule summarization. Fo e
ng, an evaluation suite,
to showcase the usage

rs. We publish the ben

N evaluy

“Trained Languagec
.10 Source Code Pre Tran_fle angu
E);;li)rilillx;gto Summarise Decomp led Binares

1 INTRODU(‘TIO
Tra =
ces of Memorisation inL

.
The nsm‘g Popularity of transfﬂnner~based Lan, Uage
81

M
. a it
ko g et Kaswan Mai Models for Coge |
) ong-code-arena. Delft Uni w,an@tudelﬂ:.nj ) a-h-heh Izadl r:n:

Maliheh Izadi Versity of Technolog M izadi@tudelft n Arie van De di

Toufique Ahmed ) niversity of Technology Delft, The Netherlands Y Delft Universjt of arie.vand ursen mn

Ali Al-Kaswan oia._Davis Delft U ds ABSTRACT Daig e rology Delft University npon et ;

- iversituabia a &L oo ‘ elft Upiv o 3 o

Delft University of Technology Unive . . ring (MLASE) dofl  Lpq0 Demw;mty o TeChHOIDgY b
o e Netherlands S ummarizin g ul models for textd ﬂi nguage mode . > The Netherlands ing:

- kaswan@tudelitnl S Bl  \emorization in obucTIoN s
a.al-kaswi b i n a r i e S summarization, lons in Varioys fields priet

shor,

k Sawant . Z arnere

Anand AShD' i Davis Unive — €e1pora of source code L L M ) ) I CS E 2024 ex 4lm of Natyry) Language p & n(:ftd e th
University of California, SANER 2023 sage processing . thege datggot, gy raptional accura g e
Davis, California, USA o!imr: of daay data extractio "~ . ks [36]. These mod, Tm performing 3 broa retive

- t@ucdavis.edu , 19] and techy large langy, 1 altacks. | RRoN > We expl v °f data, exhii increased 4 ¢S, trained on extensive te thr

asawan ' Both longcd]  fign withg age :Inodcls for code ang compar, f‘;u‘ memorisation jy LLMs ge “If parameter coyny grows f:;uracymand emergent ahjlj. oder [

ge languy b e rate of i signed fo ' millions to bifjj sed Co

. ¢ approaches (4-10] ad © Abguage models ¢y memorisa- ¥ coding ar i © billions i
gerstand  with semantic descriptions (- S::,rrli;nst hxzpmc compilation VPt an existing benchumagi, for n.amtl:i;?n natural language, e pd can effectively leary fhc EL:;S: irained on vast amouns afrgjg. iy
: ineering is used 10 WBCC L mainly focus on recovering 43P® d types. Existing Soge identify; nguage and constryct
Abstract—Binary reverse ST o urce code is unavailable. A ation process, such as names ancizre ode o .
rams for which th inaries into 8  and decompilation P . ifficulties in binary ¢ i
u‘[‘)‘“i:t‘:!‘::l)':;pzﬁ help, trﬂ“s&mmg ;;::i::gml:m;“qn, reverse ok fail to address the inherent difficy
e jke repr )

urce code- : ; idering effort ibility, namely, the ne
ngis r:lﬂ:; |:'ll;el‘l;:-:?li«cull and costly, inve lﬂ“\;%h?l:nstlhd::uﬁamated comll:rch;:;:lbﬂ“y
engineerl ith helpful smmmarics. ineers Of the code.
in labelling code t“;litehcom;’iltd code can help reverse ff.'éﬁ?e? on  For source CO
summarisation of decombte’. T o work mainly focuses o%

ed for a high-level overview

de. methods exist 1© automatically generate

isation
ce code summarisa
e codde [11, 12 SO_ul' s aags de-

; . ounter,
identified ¢ Nterparts. From
from a C o be Potentially extractahle v,
Trma achCH-Mono—lﬁF; T We were aple



: %t 8 “'.b""\‘\ % ‘ ; .-
SWL‘NO'I‘talL[.y 2 l:A/LLwC .?fl,,bA/l.arrd.zﬁ“!"‘

of M Cau
(o the Ea‘st.?

. ‘1" A \V)'

Florence Nightingale, 1855
“Causes of mortality in the army in the east”

Nothing Beats
Good Data

* Finance has rich history of
thorough data-driven research

= Diffusion and auto-encoders add
superpowers to your data

= Use obtained understanding for
synthetic data generation

* As Fintech ‘organization’,
cherish, curate, your own data

* As research community,
share data to drive research



Foundation Models
for FinTech

* Endless, fascinating possibilities

* Your organization won’t fit in a prompt
= Explore agents, retrieval-augmentation, ...

= Consider finetuning/training with own data
* A model will inherit the good and bad from
the training data

= “Alignment” is tricky and volatile

= Secret training data impedes progress

' Explainable Fintech:

A Transdnccrnsuonal Perspectwe

Fincance
Security { «

Prompt: a picture for "Explalnable Fintech:

A Transdisciplinary perspective"

48



Al should be Focused

Timnit Gebru (SaTML 2023):

We should build smaller-scale systems (that
are well-scoped and well-defined) for which
we can provide specifications for expected
behavior, tolerance and safety protocols.

https://x.com/NicolasPapernot/status/1623885641380425728
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Earning and Keeping
Societal Trust

* Financial systems must be
dependable and trustworthy

* High complexity, volatility of crypto
currencies, unreasonable profits, and
excessive carbon emissions all undermine

society’s support for fintech.

* FinTech should be a ‘fair game’




Fair Social Contracts
for Large-Scale Collaboration

Eric Beinhocker
Oxford

Moral preferences

Dimension

Description

Relational fairness

Agency

I can choose to play the game and have choices within the game.

Inclusion | have an opportunity to play the game. [ am not excluded.
Dignity If| play by the rules and contribute to the best of my abilities, | will be valued,
respected, and have status.
Procedural fairness Rule-based [knowthe rules of the game and they are applied equally to everyone.

Meritocratic

I, and everyone else, will receive rewards and punishments in the game based
on merit.

Security If I play by the rules and contribute to the game, but suffer misfortune through
no fault of my own, | will be protected.
Distributional fairness Capabilities [ have the capabilities to play the game or the opportunity to acquire them.
Reciprocity Iflplay by the rules and contribute, others will reciprocate, and | will share in
the game's rewards.
Progress If I play by the rules and contribute to the best of my abilities, my life and the

lives of those | care about will improve.




future-council

Green FinTech

* Fintech should benefit the climate
e Al-based Fintech needs Green Al

* Proof-of-work / Bitcoin mining is a
terrible idea for the planet

 Lenders need collateral valuation over
time as climate changes

* Finance is a domain that can
steer society
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Key Take Aways

1. The software- and data-intensive nature
of fintech makes it an exciting domain for
Al and software engineering research

2. Key challenges in FinTech include
dependability, security, societal support,
and sustainability

3. Transdisciplinary research and education
is needed to address such challenges in
FinTech




Explainable FinTech
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