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Why are we still using passwords?
(5 October 2017, Washington DC)
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David Shrier (MIT – Connection Science)
« Internet of Trusted Data »

An Internet of Trusted Data includes:
• Robust digital Identity
• Distributed Internet Trust Authorities
• Distributed Safe Computation
• Universal Access
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Trusted data

=> Digital identity



Legal aspects
(a few)
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Examples
1. Camera KYC
2. KYC utility providers
3. Global portable digital ID
4. Data protection and identity
5. Information self-determination
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1. Camera KYC

Tech-driven KYC

 Example: camera onboarding
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2016 +



1. Camera KYC
Luxembourg, 12 February 2016:Germany, August 2014

Ministry of Finance:

This type of online identity verification method allows establishing
the identity of a contracting party personnaly attending the customer
acceptance process.

=  EDD but ODD

Liechtenstein, March 2015

FMA:
Visuelle Wahrnehmung: 
Die fehlende physische Präsenz muss in einem der persönlichen

Anwesenheit vergleichbaren Weg mittels Videoübertragung
ausgeglichen werden. Im Falle einer Videoübertragung kann die zu
identifizierende Person visuell wahrgenommen und mit ihr
entsprechend kommuniziert werden, sodass dies mit einer
persönlichen Anwesenheit vergleichbar ist. 

Switzerland, December 2015

Regulations now focus on the acceptance of business relationships
(onboarding) through digital channels. In compliance with certain
requirements, financial intermediaries can onboard clients via video
transmission.

FINMA has therefore put online identification of the contracting
party on par with inperson identification.
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1. Camera KYC

Camera onboarding: basic requirements in Luxembourg:

(1) Consent
(2) Prior provision of identification data by customer
(3) ID-Document(s): 

- must be readable
- official with security features

(4) Person recognizable
(5) Real-time professional verification
(6) TAN-confirmation 
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1. Camera KYC

= digitalisation of 
(i) part of my identity
(ii) for a very limited purpose

Next step: automated camera onboarding?
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2. KYC utility providers

Tech driven KYC through 3rd party introducer?

AML/CTF Law, Article 3-3:
performance of customer due diligence by a 3rd party,
i.e. financial institutions in particular
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201?
202?



2. KYC utility providers

-> Regulate KYC utility providers:

- Administrative agents (PSF status)?
- light(er) touch regulation?
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2. KYC utility providers

= digitalisation of 
(i) my identity in 
(ii) in a regulated environment

=> can be used when regulation calls for the provision of 
IDs and verification of the same
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3. Global portable digital ID

GLOBAL
PORTABLE                           ID
DIGITAL
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3. Global portable digital ID
The Windhover Principles for Digital Identity, Trust and 

Data under the auspices of the MIT:

Sandy Pentland David Shrier John Henry Clippinger
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and i.a.:
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3. Global portable digital ID
The Windhover Principles for Digital Identity, Trust and 

Data

1. Self-Sovereignty of Digital Identity and Personal Data:
Individuals and groups should have control of their digital
personal identities and personal data.

2. Proportionate Enforcement and Risk-Based Regulation:
Personal privacy while promoting effective governance and
accommodating legitimate auditing and enforcement needs.

3. Ensuring Innovation in Trust and Privacy:
An effective, autonomous identity system reiteratively furthers
trust, security, governance, accountability and privacy.

(co-author: Jean-Louis Schiltz -> collaboration uni.lu/MIT)



 Legal basis for initial processing (i.a.):
 Consent
 Legal obligation

 Further processing?
 Q for example: 
use AML/CTF data for other purposes? 
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Data 
processing

4. Data protection and identity
(data processing)



 Basic principle today: further processing must not be 
incompatible with the initial purpose(s)

 no “one size fits all” answer
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4. Data protection and identity
(data processing)



 But in all likelihood:
 KYC data used for auditing purposes = yes
 KYC data used to assess creditworthiness = (likely) no
 KYC data used to propose new products = yes/no (likely)
 Historical, statistical or scientific purpose = yes
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4. Data protection and identity
(data processing)



 2018 – GDPR:
 consent 
 law
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can serve to legitimize incompatible further processing
operations

4. Data protection and identity
(data processing)



 Online application for loan + use of algorithms?

 automated individual decision-making = allowed if:
 authorised by law 
 contract (conclusion or performance)
 explicit consent

.
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4. Data protection and identity
(automation)

Data subject = right (cumulative):
• to obtain a human intervention
• to express his or her point of view 
• to contest the decision 



Proposal for article 31 of the Luxembourg Constitution
(2015):

En vertu du principe de l’autodétermination informationnelle,
toute personne a droit à la protection des données à caractère
personnel la concernant. Ces données ne peuvent être traitées
qu’à des fins et dans les conditions déterminées par la loi.
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5. Informational self-determination



5. Informational self-determination

(1) Informational self-determination 
vs

(2) Provide information

(1) = Constitutional right
(2) = International obligation                     
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?
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5. Informational self-determination



Conclusion

“We have to avoid that the tax risk is replaced by a new 
risk, and that is the (risk of) non-compliance with 
AML(/CTF) regulations”.

and that is why questions around digital identities in 
the financial sector are so important
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Claude Marx, director general of the CSSF 
(Paperjam, June edition)
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