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Overview

• Smart	contracts	and	blockchain 101
• Programming	frameworks	and	deployment
• Different	viewpoints	for	looking	at	smart	contracts	

• Graph	modeling
• Tensor	modeling
• Holographic	visualizations

• Security	
• Conclusions	



Nick	Szabo’s	definition	from	1994	

• “A smart contract is a computerized transaction protocol that
executes the terms of a contract.

• The general objectives are to satisfy common contractual conditions
(such as payment terms, liens, confidentiality, and even enforcement),
minimize exceptions both malicious and accidental, and minimize the
need for trusted intermediaries.

• Related economic goals include lowering fraud loss, arbitrations and
enforcement costs, and other transaction costs”



What	is	consensus		and	why	do	we	need		blockchain(s)?

• State	Machine	and	transactions	

• Trust	by	distributed	and	
decentralized	computing

• Consensus	should	deal	with	
• Failures	
• Censorship

Permissioned	
Non	Permissioned	DL



Encoding	state	on	the	blockchain

• the	stateless	UTXO	model,	
account	balances	are	encoded	
into	past	transaction	records

• account	model,	where	account	
balances	are	kept	in	state	
storage	space	on	the	ledger.



What	do	you	need	to	write	a	smart	contract	?

• A	programming	language	 in	which	to	write	your	code
• A	compiler	which	translates	a	smart	contract	into	bytecode
• A	virtual	machine	that	executes	the	smart	contract
• A	trusted	infrastructure		which	executes	the	virtual	machine



Writing	a	smart	contract	in	Golang (HyperLedger)

• A	simple	program	that	receives	three	input	numbers	a,	b,	x	and	
updates	with	a=a-x	and	b=b+x

• Example:	If	a=10,	b=7,	x=4	then	after	the	execution	we	get:	a=6,	b=11	
• In	Python	this	looks	like:

1. a=input('Enter	first	number:	')
2. b =input('Enter	second	number:	')
3. x=input('Enter	third	number:	')	
4. new_a=a-x
5. new_b=b+x
6. print('The	status		of	{0}	and	{1}	is	{4}	and	{5}	'.format(a,	b,	new_a,new_b))



Initializing	the	chain…..

1. a=input('Enter	first	number:	')
2. b	=input('Enter	second	number:	')	



Initializing	the	chain…..

Writing	data	to	the	blockchain



Doing	two	arithmetic	operations…

Reading		data	from		the	blockchain



Doing	two	arithmetic	operations…

new_a=a-x
new_b=b+x

print('The	status		of	{0}	and	{1}	is	{4}	and	{5}	'.format(a,	b,	new_a,new_b))



Calling	a	function	….



And	starting	the	chain	….

Additional	code	not	shown	but	complete	example	can	be	found	at
https://github.com/IBM-
Blockchain/example02/blob/v2.0/chaincode/chaincode_example02.go



What	is	Docker	?

git clone	https://github.com/yeasy/docker-compose-files
cd	docker-compose-files/hyperledger
docker-compose	up



Cloud	ready	services	(IBM	Bluemix)



Research	at	SEDAN@SnT on		Smart	Contracts

• Can	we	model	complex	financial	processes	with	smart	
contracts		?

• How	can	we	analyze	deployed	smart	contracts	?
• AML	usage
• Eco-environment	insights	?

• Can	we	predict	activities	for	smart	contracts	?

• Can	we	secure	deployed	smart	contracts
• Without	changing	the	consensus	algorithm



Sender Receiver
Blockchain

Database

Smart	Contract

Zakaah App

Distribute	Zakaah

Register

Buy	Zakaah	Coins

Register
Manual

Automatic

Support	for	Ethereum and	Hyperledger

Ethical	Finance	and	full	traceability



Can	we	label	a	smart	contract	just	by	looking	at	it	bytecode		?

0x6060604052361561003d576000357c010000000000000000000000000000000000000000000000000000
000090048063a2e620451461013d5761003d565b61013b5b600060149054906101000a900460ff161515610
0605761005f610151565b5b600060009054906101000a900473ffffffffffffffffffffffffffffffffffffffff1673ffffffffffffff
ffffffffffffffffffffffffff166108fc349081150290604051809050600060405180830381858888f193505050501561
0133577f23919512b2162ddc59b67a65e3b03c419d4105366f7d4a632f5d3c3bee9b1cff6000600090549061
01000a900473ffffffffffffffffffffffffffffffffffffffff16604051808273ffffffffffffffffffffffffffffffffffffffff1681526020019
1505060405180910390a1610138565b610002565b5b565b005b346100025761014f6004805050610151565
b005b6000600060006000732bd2326c993dfaef84f696526064ff22eba5b36273ffffffffffffffffffffffffffffffffffffffff
166316c72721600060405160200152604051817c0100000000000000000000000000000000000000000000
000000000000028152600401809050602060405180830381600087803b156100025760325a03f115610002
57505050604051805190602001509350839250600060149054906101000a900460ff1615801561020c57506
22595184310155b156102455760009150600090505a9150315a9050601b818303141592508250600160006
0146101000a81548160ff021916908302179055505b83156102da578215610295577332be343b94f860124d
c4fee278fdcbd38c102d88600060006101000a81548173ffffffffffffffffffffffffffffffffffffffff021916908302179055
506102d5565b733b5c1ad02d408d7752ec589be440582c79c4a527600060006101000a81548173fffffffffffffff
fffffffffffffffffffffffff021916908302179055505b610365565b82156103245773029a6b91931c768a3762ac9b2f
0b25212d13d37a600060006101000a81548173ffffffffffffffffffffffffffffffffffffffff0219169083021790555061036
4565b73c0d332838f14ef42fcde1cf2518c427ddb676729600060006101000a81548173ffffffffffffffffffffffffffffff
ffffffffff021916908302179055505b5b5b5050505056



Can	we	label	a	smart	contract	just	by	looking	at	it	opcode		?
PUSH1	0x60
PUSH1	0x40
MSTORE
CALLDATASIZE
ISZERO
PUSH2	0x003d
JUMPI
PUSH1	0x00
CALLDATALOAD
……
DD
MSTORE
PUSH1	0x40
MLOAD
DUP2
PUSH29	
0x0100000000000000000000000000000000000000000000000000000000
MUL
DUP2
MSTORE
PUSH1	0x04
ADD
DUP1
SWAP1



Can	we	label	a	smart	contract	just	by	comments	forums?



Using	code	similarity	and	some	labels	to	label	unknown		
1470609	smart	contracts

Extracted	998	verified	
contracts	from	
etherscan.io

Work/Token	extraction
Bytecode	hashing	using	

context	triggered	
piecewise	hash	

Clustering	using	K-
medoids and	affinity	

propagation



What	labels	do	we	get	?



Manual	inspection	of	the	clusters
Contract Cluster	
Center

label1 label2 label3

Presale presale token
Contest	 contest voting
WithdrawDAO dao withdraw
fairandeasy dice pyramid simple
ProtectTheCastle dice token
Double dice

and	advanced	visualization



A	love	for	graphs….

We	map	Ethereum accounts	to	nodes

Transaction	are	mapped	to	edges



Metrics	on	graphs



Long,	medium	and	short	history	graphs



Centrality



Address Comments Additional Information

0x32be343b94f860124dc4fee278fdcbd38c102d88 Poloniex Hot	Wallet Poloniex is	a	pure	crypto	to	crypto	exchange	based	
in	the	United	States	and	the	largest	trader	of	
Ether.

0x9e6316f44baeeee5d41a1070516cc5fa47baf227 shapeshift.io, platform	that	allows	users	to	exchange	digital	
currencies	without	any	registration.

0xaa1a6e3e6ef20068f7f8d8c835d2d22fd5116444 ReplaySafeSpolit transition	to	the	hard	fork. Currency divided	
between	ETH	(chain	followed	by	the	Foundation)	
and	the	ETC	(the	community	effort	to	continue	the	
no-fork	chain). It	is	the	4th	in	terms	of	number	of	
transactions	with	a	total	of	184743	edges.

0x120a270bbc009644e35f0bb6ab13f95b8199c4ad: shapeshift.io, shapeshift	exchange	as	an	intermediate	address	
for	trading	Bitcoins	with	Ether.

0xbfc39b6f805a9e40e77291aff27aee3c96915bdd Poloniex sync	any	accounts	that	would	have	lost	ETH	during	
the	hard	fork.

0xbb9bc244d798123fde783fcc1c72d3bb8c189413 The	DAO Initially	raising	a	huge	capital and victim	of	an	
attack	leading to	the	hard	fork	in	the	Ethereum
Blockchain.

0x18a672E11D637fffADccc99B152F4895Da06960 Rouleth Classical	casino	roulette.



Finding	Communities	on	the	Ethereum ledger

Communities	are	
groups	of	nodes	
that	are	heavily	
connected	among	
themselves.

Sparsely	connected	
to	the	rest	of	the	
network.	



Putting	Algebra	to	work:	tensor	modeling

• Representing	
Smart	Contracts	
as	Tensors

• Use	Tensor	
decomposition	
to	identify	
structure

• Predict	
interactions	
among	contracts



Presentation	of	the	tensors
• A	tensor	is	a	multidimensional	array

• Can	be	a	three	dimensional	cube
• Or	even	a	“cube”	in	higher	dimension	such	as	5,	6,	7,	…

• Extension	of	multi-dimensional	array	using	linear	algebra
• Different	theorems	and	mathematical	operations	are	
defined	for	tensor	manipulation

• Sum	and	multiplication	between	same	size	tensor	can	be	
achieved

• Matricization:	transformation	of	a	tensor	in	a	matrix	(2	
dimensions	table)

• Multiplication	between	matrix	and	tensors

• Allows	the	modeling	of	interactions	between	different	
inputs	without	any	size	limitation

• Ability	to	perform	linear	algebra	on	large	scale	data	to	
discover	latent	variables

𝒳 ∈ ℝ$×&×' is a	three-way tensor

Possible	slices	of	a	three-way tensor



CANDECOMP/PARAFAC	(CP)	Decomposition
• Introduced	in	1970	by	Harshman and	Carroll	and	Chang	
• Factorization	of	the	initial	tensor	as	a	sum	of	component	
of	rank-one	tensors

• A	rank	of	a	three-way	tensor	is	defined	as	the	outer	product	of	
three	different	vectors

• Resolution	using	Alternating	Least	Squares	method
• No	too	complex	to	implement
• Good	compromise	between	speed	and	results	accuracy

• Each	rank-one	tensor	is	associated	to	a	community	within	
the	data	set

• Each	dimension	of	the	rank-one	tensors	can	be	treated	
separately

• Visualization	tool
• Series	simulation

• One	tensor	dimension	is	very	often	related	to	time	
dimension	to	observe	evolution	over	time

Three-way	tensor	decomposed	in	R	components	
Using	CP	decomposition



Smart	Contracts	Activities	Modeling
• Data	set	extracted	from	Ethereum,	
• Identification	code	for	sender	and	receiver	smart	contracts

• Amount	of	Ether	exchanged
• Blockheight converted	to	time	periods

• Objective:	estimate	a	probability	of	Ether	exchange	between	two	specified	
smart	contracts	for	different	time	horizon

• Factorization	of	the	initial	tensor	as	a	sum	of	component	of	rank-one	
tensors	using	CP	decomposition

• Resolution	using	Alternating	Least	Squares	method
• No	too	complex	to	implement
• Good	compromise	between	speed	and	results	accuracy
• Scalability	for	higher	tensor	dimensions

• Each	rank-one	tensor	is	associated	to	a	community	within	the	data	set
• Each	rank-one	tensor	is	used	as	input	of	a	log-normal-mean-reverting	

stochastic	process	for	activities	modeling	and	probabilities	estimation Description	of	the	dimensions	related	to	tensor	decomposition.
The	results	of	the	tensor	decomposition	are	the	inputs	of	the	

stochastic	model.



Results	of	Smart	Contracts	Activities	Prediction
• Objective:	estimate	a	probability	of	Ether	exchange	between	two	smart	contracts	for	a	

time	horizon
• Better	understanding	of	the	activities	between	the	smart	contracts
• Ability	to	estimate	probability	of	future	exchanges	which	could	be	used	for	smart	contracts	pricing	or	

for	investment	strategy

• Three	different	time	horizon	have	been	defined	for	the	experiments
• 5	time	steps
• 10	time	steps
• 26	time	steps

• For	the	stochastic	simulation,	random	selection	on	1%	most	active	contracts	
• Process	for	probabilities	calculation	

• Parameters	calibration
• Historical	calibration	of	the	log-normal	parameters
• Historical	calibration	of	the	mean	reverting	process	using	Eonia rates	due	to	short	time	horizon	of	the	simulation
• EWMA	historical	correlation

• 1,000,000	Monte-Carlo	simulation
• Estimation	of	the	probabilities	using	a	digital	function

• 𝑆) is	the	simulated	process	
• 𝐾 is	the	amplitude	of	the	Ether	exchange

• Results	discussion
• Digital	value	(exchange	probability)	offers	appropriate	guidance	for	future	Ether	exchanges	even	for	

longer	time	step	horizons

• Outcomes	
• Accurate	probabilities	prediction	of	Ether	exchange	for	smart	contracts
• Open	the	possibility	to	consider	smart	contract	for	investment	strategy
• Innovative	approach using	tensor	decomposition	and	stochastic	processes

Amplitude	of	Exchange	amount	for	one	sender	
to	all	receivers	among	time

Digital	value	in	relation	with	the	series	evolution	
and	Ether	amplitude	exchange	level	K

Relation	between	time	payment	magnitude
and	Ether	exchange	probability



Protecting Smart Contracts – Blockchain
Defender 

• Protect		the	network	and	service	platform

• Flexible	Software	Defined	Network	component	for	the	

InfraChain project

• OpenSource Code	development

• Support	for	multiple	permissioned	blockchains

– Multichain,	Hyperledger

• No	modification	of	blockchain nodes and	no	censoring

– Use	blockchain nodes	as	they	are



SDN	network	and	components



Controller	components



Controller	components



Lists



Demo	- System	Setup



Demo	- Authorized	User



Demo	- Authorized	User



Demo	- Unauthorized	User



Demo	- Unauthorized	User



Additional	Readings



Acknowledgments

• Jeremy	Charlier,	PhD	student	in	partnership	
project	with	the	BCEE	and	co-supervided by	
Dr.	Jean	Hilger

• Mathis	Steichen,	Beltran	Pontiveros and		the	
partnership	project	with	Telindus

• Nida	Khan,	PhD	candidate	in	SnT partnership	
with	EEthiq

• Robert	Norvill,	University	of	Brandford.
• Sofiane Lagraa,	INRIA	France


